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Abstract— Communicating object also known as connected object is an object forming part 

of the Internet of Things (IoT) in order to project the entire real world into a wide digital 

virtual space known as cyber-physical space. Our work provides a communicating object 

model for smart logistic and security issue where communicating and reasoning 

capabilities of objects are used to assure intelligent and reactive logistics features with an 

uncommon emphasis on security matters covering both object-to-objects and object-to-

human dependancies. This approach is particularly convenient for chemical industry 

application domain and green environment issues. Currently, many IoT Europeans 

projects have defined various functional communicating object models and architectures 

somehow coordinated within IERC (Internet of Things Research Cluster). Those models 

are designed for improvement of various fields of application domains such as Smart 

Industry (Iot@Work [13], FITMAN [9], and SMART ACTION [18]), Smart City 

(RERUM, City Pulse [3], Clout [4], ALMANAC [1] and Smartie [19]), Smart Grid (E-

PRICE [8], Nobel [16]), e-health (CONFIDENCE [5]) and smart logistic (iCargo [10], 

EMAR [7])... 

The work presented in this paper has the objective to analyse and extend the current 

research works with a focus on logistics and security issues concerning the communicating 

model. At application level the goal is a better management of a chemical product within its 

warehouse with respect to placement, availability, product life management, and safety 

issues with relation to ambient conditions and human interactions. This model is based on 

the IoT Europeans projects concepts and issues such as: IoT-I [15], IoT-A [12], BUTLER 

[2], iCORE [11], IoT EST [14] and RERUM [17].  

In this paper, we firstly present a study of Iot concepts and issues, and then we analyse IoT 

underway projects methodologies, reference architectures and proposals. Finally we define 

the communicating object model with extensive integration of logistics decision aid and 

security in the context of chemical industry, with relation to the main IoT reference model 

architecture. 
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